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Basic Guidelines:

Only establish and maintain connections with people you know and trust; review your connections often.

Assume that ANYONE can see any information about your activities, personal life or professional life that
you post and share.

Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings
can expose your personal data.

Use caution when posting images of you or your family. Be aware of your surroundings, to include
identifiable locations, military affiliations and any other personal security vulnerabilities. It’s highly
discouraged to use geo-location tags (geo-tagging).

Use secure browser settings when possible and monitor your browsing history to ensure that you
recognize all access points.
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Edit Profile

Click the Facebook
“t” to get to “Profile”
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Take the appropriate steps to ensure that
your profile information is visible to ONLY
people of your choosing

| contact and Basic Info

Family and Relationships

CONTACT INFORMATION

+ Add other phones

+ Add your address

+ Add other accounts

+ Add a website

BASIC INFORMATION

Only Me

(701) 000-0000 | &

2 emails hidden from Timeline

http://facebook.com/guardsman

Feb 29

1927

Female

Review/edit each category in your profile

-

Hover over each data field to edit
information/select your audience
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Privacy Shortcuts i
v & settings here

Privacy Checkup

Who can see my stuff?

Who can contact me?

How do | stop someone
from bothering me?

See More Settings or visit Privacy Basics N ew featu re
allows user to
D .
. easily change all
Privacy Checkup < . y g
Three qu\ck steps nelp make sure y‘ou‘re snarmg with the rlgm DEDDIG p rlva Cy Settl ngs

in a step-by-step
process

Your Posts

This controls who can see what you share when you post from the top of News Feed
or your profile. Your current setling is Friends.

‘Who would you like to see your next post?

Changing this here will set the audience for your future pests, but you can change it whenever you
post and we'll remember your choice for next time.

Learn More Next Step

Your Apps

Your Profile

Who can see my stuff?

Who can see my future posts?
B Friends =

Where do | review who can see or find things I've
posted or been tagged in?
Use Activity Log

What do other people see on my timeline?
View As

OR the user can
manually change
settings in each
category

Whose messages do | want filtered info my
Inbox?

i@ Basic Filtering - Recommended
Maostly friends and people you may know
) Strict Filtering
Mostly just friends — you may miss
messages from other people you know

Who can send me friend requests?
& Everyone v



o General Privacy Settings and Tools

3 Security
Who can ses my stuff? Who can see your future pests? Friends Edit
@ General i il [ prvacy
o
o Privacy Settings and Tools {7 Timeline and Tagaing Review all your posts and things you're tagged in Use Activity Log
&5 Security © Blocking
Who can see my stuff? Who can see your future posls? Friends it Limit The Audience for Old Posts on Your Timeline Close
[I5) Privacy @ Notifications & If you use this tool, content on your timeline you've shared with friends of friends
|7 Timeline and Tagging Review all your posts and things you're agged in Use Activity Log B Mobie or Public will change to Friends. Remember: people who are tagged and their
friends may see those posts as well.
@ Blocking Followers
Limit the audiance for posts you've shared with Limit Past Posts. N You also have the option to individually change the audience of your posts. Just
o g to the post you want o change and choose a different audience
@ Notications friends of friends or Public? B Aoos 7z
If Ads Leamn about changing old posts
Mobile y
Who can contact me? ‘Who can send you friend requests? Everyone Edit Payments Old Posts
Followers
€3 Support Dashioard
. -
ﬂ ‘Whose messages do | want filiered info my Inbox Basic Filtering Edit £ Viceos Who can contact me? Who can send you friend requests? Everyone Eait
Apps
[F3 Ads Who can lock me up? Who can look you up using the email address you Everyone Edit Whose messages do | want filtered into my Inbox?  Basic Filtering Edit
rovided?
Payments "
Who can look me up? Who can look you up using the email address you  Everyone Edit
£} Support Dasnboard Who can look you up using the phone number you Everyone Edit provided?
& Videos provided?
Who can look you up using the phone number you  Everyone Edit
rovided?
Do you want other search engines to link to your No Edit B
timeline? . "
Do you want oiher search engines to link to your No Edit
timeline?
& General Timeline and Tagging Settings
{3 Security
‘Who can add things to my ‘Who can post on your timeline? Friends Edit
[ Privacy timeline? ¥ General App Settings
- 5 Se
E Timeline and Tagging Review posts friends tag you in before they appear On Edit @ Securty
i on your timeline? it 8 i " .
@ Blocking P 1 Prvacy Logged in with Facebook Logged in Anonymously
. . ] Timeline and Tagging
S Who can see things on my eview what other people see on your timeline View As
@ Notifications timeline? @ Blocking ©On Facebook, your name, profile picture, cover photo, gender, networks, username, and user id are always publicly available, including
B Mobie : 10 apps (Leam Why). Apps also have access to your friends list and any information you choose to make public
‘Who can see posts you've been tagged in on your Friends Edit @ Notifcations
Followers timeline? [ Mobil
obile bitly 2728 BuzzFeed Cartwheel by Target
Followers & oniyme iy Y
ﬂ Apps ‘Who can see what others post on your timeline? Friends Edit
[ Ads [ Apps DvIDS iPhoto Jog Log
How can | manage tags Review tags people add fo your own posts before On Edit [ Ads & onyme @ on & ony ve
Payments le add and taggin
people a oging the tags appear on Facebook? = Payments.
&% Support Dashbo: suggestions? &3 Support Dashboard MapMyRun Shutterfly
[E videos When you're tagged in a post, who do you want to Friends Edit [§ Videos Orly ta o
add to the audience if they aren't already in it?
‘Who sees tag suggestions when photos that look Friends Edit

like you are uploaded?

Limit use of apps

0

Lets you use apps, plugins, games and websites on

L} Apps, Websites and Plugins N§ Apps Others Use

People who can see your info can bring it with them when
they use apps. Use this setting to control the categories of
information people can bring with them

Facebook and elsewhere.

Enabled.

Edit Edit

Old Versions of Facebook for Mobile

‘This setting controls the privacy of things you post using old
Facebook mobile apps that do not have the inline audience
selector, such as outdated versions of Facebook for

BlackBerry.
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